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Abstract

Cloud computing is an emerging model in which applications, data, computing
resources and operating platforms are provided to clients as a service. It
represents a unique way to architect and remotely manage computing resources
with minimal management effort or service provider interaction. As it become
widely used and being relayed on, security and the risks surrounding it became
more in focus to ensure the data protection. The purpose of the study is to focus
on the security risks of confidentiality, integrity and availability, and how the
cloud consumer perceives cloud security based on those risks. For this purpose,
a qualitative research method was adopted and semi-structured interviews with 6
users with experience within the cloud were conducted to collect the data. The
data were analysed and explained using codes and categories, based on the
research questions and related literature. A roadmap was developed consist of
four elements which can support in the migration decision. Those elements are:
Trust, Compliance, Proactive and Continuous assessment.

Keywords

CIA, Security, Cloud consumer, Cloud migration, Trust, Compliance,
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"If | have seen further than the others, it is by standing on the
shoulders of Giants." Isaac Newton 1643-1727



Lnu.se

Table of Contents

1. Introduction 6
1.1 Background and Problem Statement 6
1.2 Related Studies 9
1.3 Purpose Statement and Research Questions 10
1.4 Topic Justification 11
1.5 Scope and Limitations 11
1.6 Thesis Organization 12

2. Literature review 13
2.1 Cloud computing 13
2.2 Cloud computing service models 13
2.3 Cloud computing deployment models 14
2.4 Cloud security 15

2.4.1 Perspectives on cloud security 17
2.5 Information security concerns and challenges (CIA) 18
2.6 Cloud migration 19
2.7 Literature overview 20

3. Research Methodology 22
3.1 Methodological tradition 22
3.2 Methodological approach (Quantitative/Qualitative) 22
3.3 Methods/ Techniques for data collection 23
3.4 Data Analysis 25
3.5 Validity and Reliability of the Research 26
3.6 Ethical considerations 27

4. Empirical Work 28
4.1 Empirical findings 28
4.2 Empirical overview 35

5. Discussion 37
5.1 A focus on security issues 37
5.2 Aspects of migrating to the cloud 38
5.3 Strategic security changes 39
5.4 Managing and identifying risks 39
5.5 Understanding the CIA model 40
5.6 Discussion overview 40

5.7 Reflections on the discussion 41




Lnu.se

6. Conclusion 43
6.1 Conclusion 43
6.2 Contribution 44
6.3 Author’s contribution 44
6.4 Future research 45

References 46

Appendices 51
Appendix A - Interview Questions 51
Appendix B — Informed Consent 52

List of Tables and Figures

Figure 1.1: The Cloud Computing Conceptual Reference Model 6

Figure 1.2: Decision Components 8

Figure 1.3: Mapping the research structure 12

Figure 2.1: Cloud responsibilities 14

Figure 2.2: Relation of the deployment models and the platform 15

Figure 2.3: Security to, for and from the cloud 17

Figure 2.5: Decision Framework for Cloud Migration 20

Table 1: Details of the participants 24

Figure 3.4: Thematic analysis process 26

Figure 5.1: Cloud migration roadmap from cloud security aspect 41



List of abbreviations

CIA:

CSA:

laaS:

ISG:

NIST:

PaaS:

SaaS:

SLA:

Confidentiality, Integrity and Availability
Cloud Security Alliance

Infrastructure as a Service

Information Security Governance

National Institute of Standards and Technology
Platform as a Service

Software as a Service

Service Level Agreement

Lnu.se



Lnu.se
Chapter 1

1. Introduction

This chapter presents the background, problem statement, purpose, related studies regarding the
research area are presented. Topic justification and scope and limitations among with the thesis
organization for the research study are also presented.

1.1 Background and Problem Statement

Cloud computing is an emerging model in which applications, data, computing resources and
operating platforms are provided to clients as a service (Malluhi and Khan, 2011). According to
Oracle (2012, p. 4), cloud computing is highly important strategy for enterprises and ’a
combination of technologies and processes has led to a revolution in the way that computing is
developed and delivered to end user .

Cloud computing is a new terminology that was added to IT jargon in early 2007 (Hasan, 2011).
It represents a unique way to architect and remotely manage computing resources with minimal
management effort or service provider interaction (Hassan, James & Gail, 2010). Fang et al. (2011)
define cloud computing as a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services), that can be rapidly provisioned and released with minimal management
effort or service provider interaction (Barakovic and Husic-Barakovic, 2016).

There are basically five stakeholders or actors playing the main role in the cloud migration and
maintenance. The NIST cloud computing reference architecture defines those major actors (Figure
1.1):

Cloud consumer

Cloud provider

Cloud auditor

Cloud broker

Cloud carrier

Cloud Provider

Cloud Broker
Service Layer

Cloud Service Management :
Service

Intermediation

Cloud Consumer

B Business Support SEEVIEE

* PaaS Aggregation
+ [aaS Service Arbitrage

Provisioning/Configuration
Cloud Auditor Resources Abstraction
= Security Audit and Control Layer Portability/Interoperability
* Privacy Impact Audit
* Performance Audit Physical Resource Layer
* Hardware
= Facility

Cloud Carrier

Figure 1.1: The Cloud Computing Conceptual Reference Model (Fang et al., 2011)
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Each actor is an entity (a person or an organization) that participates in a transaction or process
and/or performs tasks in cloud computing (Fang et al., 2011).

The cloud consumer is the principal stakeholder for the cloud computing service. A cloud
consumer represents a person or organization that maintains a business relationship with and uses
the service from a cloud provider. On the other hand, the cloud providers are responsible for
making the service available to cloud consumers. The cloud brokers manage the use, performance,
and delivery of cloud services, and negotiate relationships between cloud providers and cloud
consumers (Fang et al., 2011).

The cloud auditor is a party that can conduct independent assessment of cloud services,
information system operations, performance, and security of a cloud implementation. A cloud
auditor can evaluate the services provided by a cloud provider, in terms of security controls,
privacy impact, performance, etc. In most cases, the cloud auditor is conducting the assessment
based on the request from the cloud consumer. Finally, the cloud carrier is the intermediary that
provides connectivity and transport of cloud services from cloud providers to cloud consumers
(Fang et al., 2011).

Sid Nag, research director at Gartner, Inc., highlighted in 2016 Cloud market growth annual report:
"This strong growth continues reflect a shift away from legacy IT services to cloud-based services,
due to increased trend of organizations pursuing a digital business strategy"” (Gartner, 2016). The
cloud computing paradigm enhances collaboration, agility, scalability, and availability for end-
users and enterprises. It provides optimized and efficient computing platform, and reduces
hardware and software investment cost, as well as carbon footprint (Bojanova, 2011). For example,
looking on the business Spotify, the leading music streaming company, has been leasing and
buying its own data centers to provide its streaming services. In 2016, the company decided to
move into Google Cloud Services. The early focus on hosting an on premises was "operating our
own data-centers may be a pain, but the core cloud services were not at a level of quality,
performance and cost that would make cloud a significantly better option for Spotify overall,”
however by the time, Spotify recognized that *’storing data on the cloud was high enough quality
not to merit the extra cost and scaling issues of spinning up their own servers’’ (Konrad, 2016).
This encouraged the company to move towards the cloud computing services. This shows even
though the “IT infrastructure is shifting from locally managed software enabled platforms and
physical hardware to outsource virtual infrastructure’’ the adoption is going slower than expected
(Ismail, Islam, and Mouratidis, 2015, p. 1).

As the cloud services, have increased by 19.5% in 2016 comparing to 2015, it has been noticed a
significant increase in cloud management and security services by 43% (Gartner, 2017). The
security services are forecasted to grow by more than 200% by the end of the decade (Gartner,
2017). Security attracted more attention of IT managers than ever before, and as the threats and
vulnerabilities become more complex. The solutions and systems for responding to those threats
are becoming more agile and integrated into the overall picture, of what it means to work in the
cloud (Prendergast, 2016). As Kalloniatis et al. (2014, p. 1) stated, “‘one of the major research
challenges for the successful deployment of cloud services is a clear understanding of security and
privacy issues on a cloud environment .

The decision to migrate to the cloud can be defined within the migration framework. The
decision components divide into three aspects as shown in figure 1.2:
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Decision
Components
r A J
Business Context Application layers Security/Privacy
Benefits Application portfolio Data Confidentiality
Migration size & type Compatibility Isolation & Deletion
Policies Data hosting Identity & Access
Business process Adaption actions management
Roles Cloud specific/data Transparency &
Collaboration related properties Accountability
Adoption Data sensitivity Service Interruption
Application maturity Loss of governance
Disaster recovery & Security incident
business Continuity report

Figure 1.2: Decision Components (Islam, Weippl, and Krombholz, 2014)

Business context considers the issues based on the business and organizational needs, for example,
organization entities, IT usage, costs and benefits of migration. On the other hand, application
layers are to understand the characteristics of the application without using any cloud technology.
This process and analyses allows to identify which part of the application or maybe all should be
migrated to the cloud. Finally, the security/privacy aspect such as attacks against cloud
infrastructure, unauthorized access, or DoS are among major challenges that can prevent and delay
the organization’s decision to migrate. (Islam, Weippl, and Krombholz, 2014). Thao and Omote
(2016) stated that the rapid growth in the cloud services also introduces new security challenges,
which require an extra effort such as data auditing to ensure data availability, confidentiality and
data integrity in the cloud. Therefore, it is important to clarify the concept of the CIA triad. CIA
stands for confidentiality, integrity and availability. Per the NIST Glossary of key Information
Security terms, confidentiality is “’preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and proprietary information’’,
integrity defines as “’guarding against improper information modification or destruction, and
includes ensuring information non-repudiation and authenticity’’ and finally availability is
“’ensuring timely and reliable access to and use of information’’(Kissel, 2013, p. 17; p. 45; p 101).

Researchers have argued about identifying the risk factors in cloud security. Islam (2014)
identified 12 risk factors, such as data confidentiality, identify and access management, services
interruption, associated with the cloud migration so that appropriate control measures can be taken.
However, the Cloud Security Alliance (CSA) mentioned in their textbook for Best Practices
Mitigating Risks only 11 risk factors which can impact one of the CIA triad (Kapil and Kelvin,
2015). A research made by Chandran and Angepat (2010) claims that integrity affects the accuracy
of information in the system. Availability is an important part in cloud computing since the need
of the customers should be fulfilled in time. Confidentiality is also an issue that is associated with
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cloud computing. Disclosing information to cloud providers could lead to consequences such
leaking data or information which can have a negative impact on their business.

Therefore, in this research paper we will focus on the security/privacy aspect as it is important to
identify potential risks and prevent those risks that can occur during the migration, which can
affect the organization’s current work situation.

Thus, in our research, we have chosen to focus on how the cloud consumer perceive cloud security
based on the risk factors confidentiality, integrity and availability, during the migration process.
This can generate value for organizations that wants to migrate to the cloud, since they can avoid
problems in an early stage of the migration (Thao and Omote, 2016).

1.2 Related Studies

Yigitbasiogly (2015) examine external auditors and why organizations do or don’t adopt cloud
computing. The study was qualitative where interviews were conducted with accountants and IT
personal. The interview questions were based on risks, adoption, acceptance, and motives of cloud
computing. Large accounting firms where auditors were working using public and private cloud
services. The result of the research shows that data confidentiality and involvement of foreign
authority remain as a concern, especially if the data is outside Australia. To minimize the risks
with cloud computing, organizations have started to use hybrid solutions or private clouds that
have national or dedicated data centers. The research is also the first empirical study that reports
cloud adoption from the cloud auditors’ perspectives.

Prasad, Green and Heales (2014) performed a study that is suggesting IT governance structures to
manage the cloud computing services. Cloud computing services presents how organizations
should manage their IT expenditure and access to modern IT resources. To manage the cloud
computing services, organizations need to have governance structures and policies. This will
generate to an effective management of the cloud computing services. A quantitative study was
conducted with 126 respondents, where 26 respondents were actual adopters and 110 respondents
were potential adopter of cloud computing services. The result of the survey data suggests that
governance structures would contribute immediately to cloud computing that is related to business
objectives. It will also contribute to financial objectives indirectly that is within cloud computing.

Chandran and Angepat (2010) analyzed three risks associated with cloud computing — security
risks, privacy risks and consumer risks. The study was conducted by examining several terms of
services and policies regarding copyright and privacy. By exploring the risks within these
documents, two questions arose — “how to estimate data security risk before placing data in the
cloud and how to assure customers that their data is safe with the service various providers within
the cloud network? ” The result of the study showed that there is a lack of risk analysis in the cloud
computing environments. Risk analysis approaches needs to be performed to help customers and
service providers. The study also showed measures such as trust and confidentiality that could be
taken when using cloud computing to minimize negative effects.

Tchernykh et al. (2016) examine in their article the user’s perception of the intentions and actions
of cloud providers. The two main topics in the article is how to provide reliability, safety and
privacy of information, and how to deliver powerful cloud behavior under specific constraints in
attendance of the risks of confidentiality, integrity and availability. The aim of the paper was to
find solutions that performs well to different insecurities. Sources of insecurity and basic
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approaches for scheduling insecurity are reviewed before the research to get an understanding of
the area. They also reviewed sources of uncertainty and basic approaches for scheduling during
uncertainty to get data. The results of the paper present the understanding of how to model cloud
computing with uncertainty resource provisioning in different cloud environment such as, hybrid
private-public cloud environment, dynamic self-adaptive distributed brokering, elastic clouds, and
optimization of related problems to deliver powerful resource management solutions.

Theoharidou et al. (2013) paper examines privacy risk assessment for the cloud and identifies
different threats like vulnerabilities and countermeasure. The migration of data and applications
to the cloud shows new threats and vulnerabilities. Authorities and auditors needs to hold providers
accountable for their action. Theoharidou et al. (2013) examined how privacy risks are introduced
when data and applications are migrating to the cloud.

Previous studies in the cloud services area concern various aspects, including discussion about
cloud services in a general perspective and what benefits and disadvantages it can generate for an
organization before and after migration. It also concerns how the stakeholder’s intentions can
affect an organization associated with migration to the cloud, such as changing working routines,
new processes and guidelines, but also risks that may arise. Therefore, it is important to eliminate
early-stage risks to more easily meet successful migration.

Since cloud services are a wide area of information technology, it is important to understand the
cloud services, so that you can form a general view before specifying it to a level of detail. To
eliminate early-stage risks and based on previous studies we will focus on one stakeholder, the
consumer, and how this stakeholder perceives cloud security based on the security risks of
confidentiality, integrity and availability in the migration process. The selection of the consumer
as they are the end users and the principal quality driver and constraining influence as well the
most impacted in case the migration failed Vouk (2008). The result of the study should then be
used as a basis for future organizations, regardless of size, which plans to migrate to the cloud.
This can eliminate potential risks that can occur and facilitates the work with the migration.

1.3 Purpose Statement and Research Questions

Based on previous studies in the cloud area, research has been conducted at a general level, where
several aspects of the cloud environment have been investigated and what it can generate for
benefits and disadvantages. The inability of a cloud stakeholder can have a negative impact on the
organization associated with a cloud migration, such as security risks and changed routines and
processes. Eliminating early-stage risks assist the organization to achieve a successful migration
with minimal risks. Since the cloud migration area is a broad topic, we selected to focus on the
security of cloud migration from the consumer perspective to explore. Therefore, the study intends
to find out the focus on the security risks of confidentiality, integrity and availability and how the
cloud consumer perceives cloud security based on those risks.

To fulfil our purpose of the research, two questions will be answered:

e How the consumers perceive the cloud security in terms of confidentiality, integrity and
availability, in the migration process?

10
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e Which elements to consider for a successful migration from security perspective?

1.4 Topic Justification

Cloud computing is a new IT service as it represents a unique way to architect and remotely
manage computing resources, with minimal management effort or service provider interaction
(Hassan, James and Gail, 2010). However, the use of the cloud can be a security threat, because
confidential data that is stored in the cloud can be accessed if the security is low or unsecure (Singh,
Jeong and Park, 2016). This research can be used by private individuals and organizations that
choose to migrate and store information and data in the cloud. For this reason, it is a critical area
to investigate in, since the data security is a topic that concerns every user. For example,
Cloudbleed incident that took place earlier 2017, a bug was discovered by Google security
researchers, which allowed them to access what was supposed to be private web data supported
by Cloudflare (Wolff, 2017).

Studies within this research shows e.g. why organizations do or don’t adopt cloud computing and
user’s perception of the intentions and actions of cloud providers. Cloud services can be extremely
beneficial, since it has become a defining IT technology where organizations can move its
resources (Posey, 2013). We have therefore chosen to focus on the security risks from the
perspective of the cloud consumer based on confidentiality, integrity, and availability (CIA) during
the migration process; and to construct a roadmap to provide the consumer with basic understand
for the elements surrounding the security plan.

The result of this thesis will allow organizations planning to migrate to the cloud to build a
framework enhancing a successful migration to the cloud. This will lead to minimal risks and avoid
failure to migrate, since the results will be used to prevent a failure and reduce risks. We have
selected personnel who worked during the migration process to the cloud to get their experience
and lessons learned from the gained knowledge in cloud security.

1.5 Scope and Limitations

The scope of the study is to investigate the risks and elements that can emerge during the migration
process; And organize the elements around the security plan to allow the consumer to identify
them in initial stages to prevent failure and enhance the success of the migration process.

The research will be conducted with participants that have already worked on migration projects
and have work experience within the cloud.

The limitation of our study is to investigate the security risks from the perspective of the cloud
consumer based on, confidentiality, integrity and availability during the migration process.
Perceptions of other cloud stakeholders will not be explored in this research study. The motivation
of the delimitation for this research was selected to target medium-large organizations from
different industries that already migrated to the cloud, due to business contacts and to obtain those
organizations experiences.

11
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1.6 Thesis Organization

The thesis will be divided in six different section and will begin with an introduction and end with
a conclusion, as figure 1.3 shows.

Chapter 2 — Literature review
This section will present the theory regarding cloud computing and previous studies related to the
research area.

Chapter 3 - Methodology
In this section, the methodological approach, methodological tradition, data collection method,
data analysis and the ethical consideration will be presented.

Chapter 4 — Empirical findings
This chapter will describe the empiricism from the data collection.

Chapter 5 — Discussion
The empirical findings will be discussed and analyzed in this chapter.

Chapter 6 - Conclusion
In this section, a summary of the findings and analysis will be described. Future research will also
be described in this section.

Introduction

Discussion -;

L 3

Literature review Conclusion

Empirical findings

]

Methodology

Figure 1.3: Mapping the research structure

12
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Chapter 2

2. Literature review

This chapter will present relevant theory within the research area. Theory regarding cloud
computing, cloud computing service models, cloud computing deployment models and cloud
security. The chapter will end with the theory of the CIA and the information security concerns.

2.1 Cloud computing

Cloud computing is a service that can be described as a set of computing resources, which can be
used with the lowest effort and lowest provider interaction. It is also indicated by broad network
access, resource pooling, and on-demand self-service (Mell and Grance, 2011). Buyya, Broberg
and Goscinski (2011) claims that cloud computing is based on four areas of technology:

Internet technologies
Hardware

Distributed computing
Systems management

Information and communications technology (ICT) has led to important improvements within
these four areas, which leads to the development of cloud computing. The Internet technologies
accepts different applications on servers and computer to transfer and exchange data. To collect
the organization’s data from multiple servers, it is important that technologies of distributed
computing is critical since it allows for accessibility (Buyya et al., 2011).

The hardware has an important role for instance hardware virtualization, because it allows users
to share the same resource in the servers. For example, one server can host one organization’s data
and operations. Cloud services are also backed up by physical servers, that are collected in data
centers which includes thousands of computers (Buyya et al., 2011).

2.2 Cloud computing service models

According to Ramgovind, Eloff and Smith (2010), the next security consideration is to consider
the sort of cloud computing service models, which organization management needs to do. The
architecture of cloud computing can be categorized into three types — Software as a Service (SaaS),
Infrastructure as a Service (laaS) and Platform as a Service (PaaS). The three cloud computing
service models and its responsibilities are shown in figure 2.1.

o Software as a Service (Saas) — This model allows the capability to use the applications on
a cloud infrastructure. The customer does not need to buy software, since they are leased
out to contracted organization. It is either a pay-per-use model or for free limited use. The
applications are accessed by using a web browser through the Internet or by using a
program. The customer does not control or maintain operating systems, network and other
application capabilities. This is the underlying infrastructure of the cloud (Ramgovind et
al., 2010).

o Infrastructure as a Service (laaS) — The laaS model dedicates its resources to contracted
clients and organizations that are at a pay-per-use fee. This means that investment must be

13
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made in computing hardware such as processing powers, servers and networking devices.
It allows degrees of financial and functional flexibility that are not found in internal data
centers. This means that computing resources can also be quickly and cost-effectively than
in a data center. Applications based on laaS are mostly delivered through the Internet to
the firewall that the organization is using (Ramgovind et al., 2010).

Platform as a Service (PaaS) - This model works more like the laaS but provides another
functionality, which can be perceived as a rented functionality. Customers can transfer
more costs from the capital investment to operational expenses. Virtual machines must be
protected in the PaaS layer, because malicious attack like cloud malware is occurring. It is
important to maintain the integrity of application during the transfer of data (Ramgovind
et al.,2010).

Infrastructure as a Service Platform as a Service Software as a Service
_Applications § B Applications " Applications
Data H S _ Data Data
=0
Runtime -Runtime Runtime
Middleware Middleware Middleware

_Operating System Operating System Operating System

Managed by
Cloud Vender

~Virtualization Virtualization Virtualization

Managed by
Cloud Vender

Servers Servers Servers
Storage Storage Storage
—Networking -Networking Networking

Figure 2.1: Cloud responsibilities (Kilstrom, 2016)

2.3 Cloud computing deployment models

Carroll (2011) describes that cloud computing services and technology are deployed over different
types of delivery models based on the characteristics and purpose. The deployment scenarios

include:

Public cloud

Private cloud
Hybrid cloud
Community cloud
Virtual private cloud

14
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Private Community Public
cloud cloud cloud

Figure 2.2: Relation of the deployment models and the platform (Shields, 2014)

* Public cloud — The infrastructure of the cloud is available to industry groups and is owned by
organization’s selling cloud services (Fang et al., 2011).

* Private cloud - The cloud infrastructure is operated for an organization that can be managed by
the organization or an external actor (Fang et al., 2011). In this model, the cloud computing
provider owns the data center and maintain it. The advantage is to make it easier to manage
security, upgrades and system maintenances, which provides more control over the deployment
and the use of it. Compared to the public cloud, where service provides the applications and
resources, these are unified together and available for the users at the organization level in the
private cloud. The organization are managing the resources and applications (Jadeja and Modi,
2012).

» Community cloud - The cloud infrastructure is divided by various organizations and supports a
specific community that has shared matters, for example missions, policies and security
requirements. It may be managed by the organizations or an external actor and can exist on-
premise or off-premise (Fang et al., 2011).

* Hybrid cloud - The cloud infrastructure is a structure of two or more clouds, for example private,
community, or public clouds, that remain unique units, but are bound together by standardized or
own technology that enables data and application portability (Liu, 2011).

2.4 Cloud security

Cloud security is a part of computer security and describes a collection of technology, control and
policies that is useful for the data protection and it services. Threats and attacks affects the cloud
system whether it is directly or indirectly (Ashish and Kakali, 2017).

Ashish and Kakali (2017) describes that the cloud security covers several security issues and
threats like:

e Virtualization

e Multi-tenancy

15
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e Cloud platforms

e Data outsourcing

e Data storage standardization
e Trust management

Virtualization is a process that is extracting operating systems, services and applications from the
hardware on which they run. The Virtual Machine (VMs) and Virtual Machine Manager (VMMs)
are included in the virtualization and are related as a component (Ashish and Kakali, 2017).

Multi-tenancy is a feature of the cloud that allows the users to access the resources in a common
way. This feature is a major part of the cloud that leads several security issues (Ashish and Kakali,
2017).

Cloud platforms allows users to lead their applications and services to the cloud, for example
Virtual Machine Manager (VMM) is a cloud platform for laaS services, .NET and Java Virtual
Machine (JVM) is used as a development platform by the users (Ashish and Kakali, 2017).

Data outsourcing is used by organizations for their business purpose. It means that people gives
data collection to a third-party provider and provides both operational and capital investments
(Ashish and Kakali, 2017).

Data storage standardization gives organizations high level certification to their customers based
on the authority like International Organization for Standardization (ISO). Data processing is a
difficult task in the cloud since the cloud holds big amount of data. Therefore, a backing policy is
required for the organizations (Ashish and Kakali, 2017).

Trust management is a parameter in cloud security that cannot be measured. It is based on the
decisions regarding the data center, the hardware, the network configuration and the self-
infrastructure. The trust issues occur in the cloud, due to customer data that are managed by second
or third party (Ashish and Kakali, 2017).

Zanella (2010) states that when an organization is moving to the cloud, the important thing to
know is whether their data will be secured and protected from being accessed by unauthorized
individuals, as well ensure that the regulations and mandates for the security is updated and
complaint. A survey conducted by Zanella in 2010 on 159 enterprises that was planning or moving
to the cloud. In the result of the survey, security concerns and risks were founded regarding this
area according to Zanella (2010). These were:

Requirements of control or visibility over processes
Requirements of security and privacy guarantees
The costs of compliance and security

Movement and control of data location

An analyze of the study claims that these concerns and risks of the cloud security can be
summarized as control and confidence. IT and business managers have less control over its
resources and information in a cloud environment. The confidence for the managers will be less
that they will stay secure and collected. In today’s IT environments, most of the IT managers have

16
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control over its resources and information since they know their location and there is also a certain
ownership (Zanella, 2010).

2.4.1 Perspectives on cloud security

Zanella (2010) states that there are three different use cases to observe regarding cloud security —
security for the cloud, enterprise security to the cloud and security from the cloud. The three use
cases are showed in figure 2.3.

Enterprise security to the cloud

The organization has its own security adapted for each business section, for example provisioning.
If the organization wants to extend the existing security, they must use the services that are
accessible through the cloud. This is showed as number “7” in figure 2.3 and the line shows the
flow of the information or the service. This type of alternative would generate an automated
provisioning to cloud applications like Google Apps or Amazon. The security software is running
in the client IT environment that communicates through standards-based interfaces in the cloud
(Zanella, 2010).

[Ey

Figure 2.3: Security to, for and from the cloud (Zanella, 2010)

Security for the cloud

In this case, security controls need to be created by the cloud provider to protect data and
applications in the cloud. There is a security software in the cloud that protects the servers and
information that are stored there. This information does not have to belong to the cloud provider
since it can belong to the customers of the provider. To fulfill the security requirements, the cloud
provider needs to duplicate the controls that are in the local environment or create a new. For
example, aspects like access management, data and access control would be included (Zanella,
2010).

Security from the cloud

The cloud provider is supposing security services to a client’s IT organization. These means that
the client does not need to create and maintain security services in their environment. Important
data will still belong to the client. This aspect is an effective method to control various security
and privacy issues (Zanella, 2010).

17
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2.5 Information security concerns and challenges (CIA)

Building new services in the cloud or even adopting cloud computing into existing business
context in general, is a complex decision involving many factors. Enterprises and organizations
must make their choices related to services and deployment models, as well as, to adjust their
operational procedures into a cloud-oriented scheme combined with a comprehensive risk
assessment practice resulting from their needs (Kalloniatis et al., 2014).

Managing the cloud infrastructure is a challenging task. Reliability, security, quality of service,
performance stability, and cost-efficiency are important issues in these systems (Tchernykh et al.,
2016). Security and privacy issues are among the most important concerns that primarily hinder
the migration decision. A recent survey of potential cloud adopters indicates that security is the
primary concern hindering its adoption (Islam, Weippl, and Krombholz, 2014).

“Information security assumes defending information from unauthorized access, use, disclosure,
disruption, modification. It is important to design a secure and fault tolerant multi-cloud
environment, where confidentiality, integrity, and availability are not violated in the presence of
the deliberate threats, accidental threats, and failures’’ (Tchernykh et al., 2016, p. 2).

Tying the CIA triad, as a part of the Information Security Governance (ISG), to the organization
clearly indicates the significant role of top management and boards of directors in the way
information security is handled in the organization (Elachgar et al., 2012). Seeing the challenges
as defined by Lewis Cunningham, "cloud computing is using the internet to access someone else's
software running on someone else's hardware in someone else's data center”(Kumar et al., 2016,
p. 1496).

The challenges and threads to the confidentiality implies that unauthorized access of uses sensitive
data must be detected. The threat to the confidentiality of user's sensitive data is from both internal
attacker and external attacker. Integrity implies that any violation such as data altered, data loss,
or compromised should be detected. Finally, data availability implies that the data is inaccessible
and unavailable to the consumer (Kumar et al., 2016).

A better understanding for the Information Security Governance (ISG) and how it reflects, as a
part, the image of a good corporate governance is that it consists of the following:

e The management and leadership commitment of the board and top management towards
good information security;

e The proper organizational structures for enforcing good information security;

e Full user awareness and commitment towards good information security; and

e The necessary policies, procedures, processes, technologies and compliance enforcement
mechanisms

“Cooperating and working together to ensure that the confidentiality, integrity and availability
(CIA) of the company’s electronic assets (data, information, software, hardware, people etc) are
maintained '’ (Elachgar et al., 2012, p. 167). This shows how the information governance involves
everyone and how information security can impact on the corporate policies (Elachgar et al., 2012).
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However, there have been views that the security of these three factors of information is important
as they always been, but the triangle model of the CIA does not permit the changing environment
of the IT industry (Whitman and Mattord, 2009).

2.6 Cloud migration

Cloud migration refers to a series of tasks performed to migrate an application into the cloud
environment. (Wang et al., 2016) The migration to the cloud is the process where a company or
organization move completely their IT assets or some of them to the cloud. Khajeh et al. (2011)
stated that the decision-making process for service migration can be done with two following tools:

e Cost modeling
e Benefits & risk assessment.

Cost modelling: There are several uncertain costs which the organization should be aware of such
as the actual resources consumed by a system. Those are determined by its load; the deployment
options used by a system, which can affect its costs, for example data transfers are more expensive
between clouds compared to data transfers within clouds; and cloud providers’ prices, which can
change at short notice (Khajeh et al., 2011). This is beside the normal costs which can be calculated
in a spreadsheet, example: IT infrastructure, data center equipment and real estate, software
licenses, systems engineering and software changes, staff costs etc.

Benefits and risk assessment: Benefits and risks can be difficult or meaningless to quantify
indirect cost savings, of the improved time-to-market or flexibility provided by using public laaS
clouds. Benefits can see as an advantage to the enterprise over its status quo, provided by using
public laaS clouds and on the other hand risk as the “combination of the probability of an event
and its consequence ” (Khajeh et al., 2011, p. 542). Other benefits of cloud migration, is to use the
business resources in an efficient way. The opportunity of immediate scalability when required
without unnecessary cost, by implementing virtualization, is a reason for businesses to implement
cloud platforms. The increasing of data execution time is also a reason an organization moves to
the cloud, due to reduced hardware cost and faster access. Cloud platforms also offers data storage
and recovery in the cloud, in case of security breaches (Aleem and Sprott, 2012). Risk assessment
is an important part of the security management systems and ‘’generally identifies threat paths
between assets and potential threats ” (Saadat et al., 2014, p. 222).

To initiate the migration process there are many frameworks which can support and clarify the
steps and tasks needed to adopt and migrate to the cloud. Among those frameworks is decision
framework for cloud migration, which is described in figure 2.5 and which can be separated as
three steps (Kundra, 2011, p.11):

e Selecting services to move to the cloud
e Provisioning cloud services effectively
e Managing services rather than assets

In addition to benefits, there are also disadvantages of cloud computing. Downtime is one of the
worst disadvantages of cloud computing. Since the cloud computing system are internet based, the
access to it depends on the internet connection. The service-level-agreement (SLA) can impact the
organization if the applications are offline. Security and privacy is also an important issue since
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the cloud provider is managing sensitive data. Regarding the migration to the cloud, you must be
prepared for different risk scenarios that may occur. The responsibility lies with cloud provider as
well the organization. Limited access to data, knowledge who has access to resources and services
and extended network protection with intelligence are three examples that can be considered. Since
the components of cloud computing is accessible from the Internet, you must be aware of cloud
attacks. Monitoring the movement of critical data and authenticate access to infrastructure and
data can be used to minimize the risks of cloud attacks (Seshachala, 2015).

* Identify which IT servicesto < Aggregate demand at « Shift IT mindset from
move and when department level where assets to services
possible * Build new skills sets as
- Identify sources of value for ~ « Ensure interoperability required
cloud migration: efficiency, and integration with IT * Actively monitor SLAS to
agility, innovation portfolio ensure compliance and
* Contract effectively to continuous improvement
- Determine cloud readiness: ensure agency needs are * Re-evaluate vendor and
Security, market, availability, met service models
readiness, and technology * Realize value by periodically to maximize
lifecycle repurposing or benefits and minimize
decommissioning legacy risks

assets and redeploying
freed resources

Figure 2.5: Decision Framework for Cloud Migration (Kundra, 2011)

2.7 Literature overview

Between advantages and disadvantages, migrating to the cloud increases organizations efficiency
and offers several benefits of storing data in the cloud. However, organizations need to keep in
mind the downsides of migrating, which can result the failure to move to the cloud. Security and
flexibility are two of several important factors that makes an organization choose to migrate.
Nowadays, organizations choose to have their confidential information stored in a way that cannot
be accessed by everyone.

Relevant theory has been used in the research study to get a deeper understanding of the cloud.
Facts about the cloud are generally described, then specified to the security area and migration to
the cloud, which the study chooses to focus on. The produced literature, together with the related
studies within the research field, will then be used to analyze the results from the data collection
to draw different parallels and interpretations.
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As this research is an interpretive study it intends to investigate the perceptions of the cloud
consumer towards CIA during the migration process, which uses a qualitative methodology. By
using this theory, it will be helpful when conducting the analysis of the findings in the final
chapters, especially in the discussion chapter.
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Chapter 3

3. Research Methodology

In this chapter, the methodological tradition and methodological approach are discussed.
Methods of the data collection and data analysis along with the validity, reliability and ethical
considerations for the research study are also presented.

3.1 Methodological tradition

Epistemology refers to the assumptions about knowledge and how this knowledge can be acquired
(Myers, 1997). Orlikowski and Baroudi (1991) claims there are three paradigms based on epistemology
within IS research - positivist, critical and interpretive. Positivistic researchers are assuming that
“reality is objectively given and can be described by measurable properties” (Myers, 1997, p. 5).
Myers (1997) also states that interpretive researchers are carried out if the access to reality is
socially constructed. He also claims that critical researchers state that reality is historically created,
which is produced by people.

Interpretive research paradigm makes it easier for the researcher to understand the human thinking
and its actions in organizational and social contexts (Walsham, 1993). The paradigm for our
research is interpretive, since we intend to focus on the security risks of the CIA and how the cloud
consumer perceives cloud security based on those risks. This paradigm is suitable for qualitative
studies, which is in line with our choice to conduct interviews in this research study. The core
concept in this paradigm focus on how the social and natural world are not similar, since reality
only can be found through awareness, shared meanings, and language (Myers, 1997). The
interpretive research paradigm has potential to produce understanding to information system
phenomena and it tries to understand it through the meanings that people assign to them. Social
aspects achieve knowledge of reality such as shared meanings, language, and considerations in the
interpretive research (Klein and Myers, 1999).

3.2 Methodological approach (Quantitative/Qualitative)

Creswell (2013) states that three research approaches can be used in a research study —
quantitative, qualitative and mixed methods approach. A quantitative research was designed to
study natural phenomena in natural sciences. Examples of quantitative techniques are surveys,
registers, and experiments (Myers, 1997). A qualitative research involves in-depth study of a
phenomena, which includes the participants’ aspects to try to determine the meaning of the specific
phenomena (Creswell, 2014). The mixed methods approach is a method that is used in research
studies to collect both quantitative and qualitative data. By integrating the two forms of data by
using various patterns that may involve philosophical assumptions and theoretical frameworks
(Creswell, 2013).

Since the purpose is to focus on the security risks of the CIA and how the cloud consumer perceives
cloud security based on those risks, we will conduct a qualitative research as it best suits our needs.
Data will be collected from participants in an environment where cloud services are being used.
This will help the researchers to get a better insight on the phenomena. The reason the qualitative
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approach has been chosen is to collect data from participants that are working in the cloud
environment and to share their experience. The purpose of a qualitative study is to understand
issues by investigating different perspectives of people in a specific situation. These types of
studies explore the influence of social, cultural, and organizational context of a study. (Kaplan &
Maxwell, 1994).

3.3 Methods/ Techniques for data collection

3.1.1. Qualitative research & Interviews

A qualitative research strategy means that the researcher gathers and analyzes data with emphasis
on words, instead of quantification of the data. In a qualitative research strategy, it is important to
investigate how individuals interpret and perceive the social reality they are involved in. It is the
participant's view that is important, and the researcher strives for contextual comprehension
(Bryman, 2002). In this research study, the qualitative data will be gathered through interviews.

Interviews were chosen as a method for the data collection. According to Crang and Cook (2007),
there are three types of interview techniques — structured, semi-structured and unstructured. Semi-
structured interviews (SSI) was chosen as an interview technique, as it was suited for investigating
of the participants understanding regarding the cloud area. The interview technique contains a few
questions about the main topic that generated a discussion about cloud security and migration. The
produced interview questions focused on the responses of each participant and they were also free
to respond open-ended to these. Thereafter, the researcher can investigate on these responses. This
characterize semi-structured interviews, since the participants are asked the same questions and
can be quantified and transformed (Mclntosh and Morse, 2015). Based on related research in the
field and literature review, seven questions for the interviews were raised regarding the research
area, diving into more detailed questions on the chosen topic. The interview questions are showed
in Appendix A.

Interviews were conducted with participants from different organizations that are in different parts
of Sweden. These organizations are medium-large sized and are from different industries. The
organizations are specialized within IT solutions, enterprise software, Internet security and IT
digital workplaces and are working within the cloud. The reason those organizations were chosen
due to business contacts within the chosen organizations. Therefore, we knew which persons that
we wanted to interview. The information regarding the participants are described in subsection
3.3.2 Participants.

The names of the organizations were not mentioned, since they wanted to remain anonymous in
this thesis. We considered this, since it belongs to the ethical considerations, which we respected
because the survey organizations wanted to remain anonymous.

3.3.2 Participants

The participants for the study were selected by using a purposive sampling that is a common
selection in qualitative studies (Cohen, Manion and Morrison, 2007). A purposive sampling means
that the participants are chosen based on features and experience that enables detailed investigation
of what the researchers intend to explore (Ritchie and Lewis, 2003). Due to business contacts, we
knew in advance who was most appropriate to interview and what organizations we should focus
on. Our goal was to get information from participants who have already migrated and have several
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years of experience within the area. By getting their experience, it makes it easier to get an
overview of what they considered to be positive and negative, which will then be seen in the
developed roadmap. This will prevent mistakes and incidents that can cost time and money for an
organization.

Therefore, the selections of participants were based on their working role and the experience of
working within the cloud that are listed in Table 1. The participants had different working roles
such as Principal R&D engineer, Backend Software Developer, Project Analyst for customization
and implementation, Chief Technology Officer, Implementation Manager and Head of IT
Operations. They were in various parts of Sweden. Considering the probabilities of withdrawal,
eight participants were chosen for this study. Out of eight participants, two of them chose not to
participate in the research study. However, the size of the 6 were enough to gather information for
the research.

Age and gender was not considered when selecting the participants, since we believe that it should
not have any influence on the quality of the data. The participants were given freedom to answer
the questions without any limitations. Choosing this method gave the opportunity to make analysis
between the interviews answers and the chosen literature (Fisher, 2007).

Participants Working role Year of experience
within the cloud

Participant A Principal R&D engineer 1.5

Participant B Backend Software Developer 2

Participant C Project Analyst for customization and | 3

implementation

Participant D Chief Technology Officer 3
Participant E Implementation Manager 2
Participant F Head of IT Operations 3.5

Table 1: Details of the participants

The day before the interviews, we sent out an informed consent where we described, for instance,
the purpose of the study, the confidentiality, and the usefulness of the study (see Appendix B).
Those were sent out electronically via email. Before the interviews, respondents and researchers
wrote under this document to approve the produced content. Thereafter, six interviews were
conducted through a video call through the communication tool Skype that is used by
organizations and private user to communicate with people. It was the optimal way to conduct the
interviews since the researchers were in different parts of Sweden. The time and day of each
interview was decided according to the flexibility of the participants; therefore, we did not affect
them to choose any specific day.

The interviews were conducted on the same week, but different days (Tuesday and Wednesday
4/4-17 & 5/4-17) through a video call through the communication tool Skype that is used by
organizations and private user to communicate with people. Three interviews were conducted on
Tuesday and the other three on Wednesday. Each interview lasted between 30-40 minutes. The
interviews were conducted in English, since it is a common language between the participants and
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the researchers. Three of the participants, A, C & F, did not provide any answer to one of the
interview questions. We respected this, as it concerns the ethical considerations. This also made
the transcription of the interviews easier. The interviews were recorded, which made it easier for
the researchers to focus on the interview. The audio recording made it possible to return to the
transcriptions to analyze more and to pick out citations that was said during the interviews. The
transcription was documented as a report. To strengthen the reliability, each interview report was
sent to the participant to verify whether it was transcribed correctly. Data backup was also taken
to avoid losing the collected data.

3.4 Data Analysis

The data that were collected from the interviews were analyzed using thematic analysis to
translate them from raw data to categories, as shown in figure 3.4. According to Lichtman
(2013), this is called the three C:s of analysis — coding to categorizing and then to concepts. We
followed Lichtman’s (2013) six step description to analyze the collected data:

Initial coding

Remove redundancies and rename list of the initial coding
Categorization of codes

Modify initial lists

Identification of relevant categories and sub categories
Move from categories to concepts

ocoarwnhE

The audio recordings from the interviews were randomly divided into two groups and each
researcher of the research study transcribed one of these groups. This was done close to the actuals
interviews as possible. The interviews were also coded by the same researcher that transcribed
them. Each researcher also wrote down the recorded information for each interview in a word-
document. Then we made an initial coding of words of the participants as Lichtman (2013) is
suggesting. Large amount of codes was developed from the interviews. Thereafter, it was checked
for redundancies and repetitive codes were excluded. Most of the codes were not relevant for the
research study; therefore, we chose to exclude those. After excluding irrelevant and repetitive
codes, we managed to reduce the number of identified codes from the initial list of codes. Then,
we created categories of the generated codes.

We discussed and modified the created categories to create subcategories, which resulted into that
certain codes became the main topic of the category and the others became subsets within the
categories. This procedure was repeated by us until all unimportant categories and were excluded
till the most relevant categories were identified. The same procedure was made for the
subcategories. We searched for different patterns to move from categories to concepts.

We used Microsoft Word and its comment function to mark the text with codes and find codes to
ultimately categorize them later in the analysis step. They were classified by putting together codes
that we considered belong to the same category. Using a sketch format can be helpful in finding
different patterns and concepts, as we did (Rubin and Rubin, 1995). The developed concepts are
used in empirical section and the discussion section
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Raw
data

Categories
= Theme 1 KEV
+ Theme2 concepts
= Theme 3

Figure 3.4: Thematic analysis process example

3.5 Validity and Reliability of the Research

Validity and reliability are two important perspectives when doing any kind of research. The
results must be valid and reliable, as Silverman (2013, p.301) states the “validity is another word
for truth” and “reliability refers to degree of consistency”. This means that validity present how
stable our suppositions are and if they are trustworthy. Reliability means how logical the decisions
are being made during a research where the focus is on the analytical part of it. The attempts have
been made to use “the refutability principle” and “the constant comparative method” that
Silverman (2013, p. 301). We did the following to ensure the reliability and validity of the research:

e Semi-structured interviews were conducted with six participants to get information of
their experience of migrating to the cloud.

e Participants with several years of experience of working with the cloud and the migration
to the cloud were selected for the interview

e Complementary interviews were conducted to get accurate data

e The collected data from the interviews were transcribed and confirmed with the
participants to increase the credibility.

According to Jootun et al. (2009, p. 42), reflexivity is also aspect of qualitative research apart from
reliability and validity that “relates to the degree of influence that the researcher exerts, either
intentionally or unintentionally, on the findings . Jootun et al. (2009) also states that collected data
and the analysis of the data can be affected by the researchers’ identities and roles. We made the
analysis and the interpretation of the collected data with a caution.
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3.6 Ethical considerations

It is important to consider ethics for all participants when you are working with a research.
According to Jacobsen (2002) there are several aspects that the researcher should think of when
performing a study:

e Informed consent
e Privacy

Ethical consideration can also be described as more important in qualitative studies as we are
interacting with people as the subjects (Eide and Kahn, 2008). Creswell (2014) claims that ethical
issues should be discussed before conducting the research — in the beginning, during the data
collections and analysis and in the report of the research.

The participants that volunteered in the research and were aware of the risks in the participation.
The purpose of the research was presented for the participants and that it was voluntary to
participate. It was important that the participants were aware of what was going to happen. The
participants and the researchers signed an informed consent before the interviews (see Appendix
B). The research purpose and the background information were explained to the participants and
we also asked for their permission of recording the interviews. The name of the participants was
not revealed in the research study and they were aware of the anonymity of their interviews. The
participant had also the opportunity to cancel the interview at any time or skip a question that they
felt was uncomfortable.

Participators have also the right to privacy. It is important that no personal information is disclosed
otherwise an approval will be needed. The participants were informed that the information from
the interviews was only used for academic purposes. The gathered information was shared with
each participant to ensure correctness of the transcriptions.
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Chapter 4

4. Empirical Work

This chapter will present the results that was collected from the semi-structured interviews. They
will be presented and divided into concepts.

4.1 Empirical findings

Several concepts were found through analysis and transcriptions of the collected data:

A focus on security issues
Aspects of migrating to the cloud
Strategic security changes
Managing and identifying risks
Understanding the CIA model

Concept 1 — A focus on security issues

All participants agreed that security is an important part of migration, especially when you want
to have access to the data wherever you are. The stored data should also be secure and unavailable
to unauthorized persons.

Participant E described that the cloud can face threats which can occur in traditional networks. It
is important that you have been informed of the latest information and you have a clear dialogue
about what to do to minimize the risk of a security breach.

“If an organization's confidential data ends with the competitor due to insufficient routines, then
we have lost our place in the IT industry” (Participant E)

Participant A stated that the security aspects of cloud services are still an issue that needs to be
improved further. Security is good but should be strengthened because the technology and its
developments are improved. Everything is becoming more digital and therefore it is important to
strengthen security, while developing various cloud services to prevent unauthorized persons, both
internally and externally, to access confidential data.

“I am not sure I would entrust any important or confidential data to be stored on the cloud.”
(Participant A)

Participant D claimed that we are moving towards a more digitized society and that security is an
important factor around the digitalization. If you are ISO-certified according to 27001, you already
have an existing approach to security work in general. The difference in this case is that you need
to develop processes and frameworks and adjust it after the cloud and the migration to it.
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“If you have a base to work on, you can customize the way of working to minimize the security
risks” (Participant D)

The knowledge regarding the security is limited based on the experience, but Participant B thought
that communication between all involved staff is important to ensure that information is not lost.
Training for the staff in the field of security, which are involved in the migration, can be a key
factor in being aware of possible risks and how to fix them.

“By focusing on preventing threats and risks, can the migration work be completed without any
errors” (Participant B)

Participant C described that the information should be encrypted while it is used by the cloud
services. Then you can be sure that the information that is provided, is not visible and cannot affect
the organization in a negative way.

“To make sure who is doing what and who has special privileges, is a way to make sure that the
work is not going wrong” (Participant C)

Participant F stated that the focus on the security is the key to a successful migration. It is important
to lay several steps ahead and anticipate what may happen and how the specific incident may affect
the migration.

“If we lose access to the IT infrastructure because of a drop-off, we need to have a backup-plan
to continue work ”
(Participant F)

Security is a crucial factor, especially in a migration project. The data storage should only be
accessed by authorized persons, especially if the data is accessible from anywhere. Before and
during the migration, it is important to communicate and participate with employees to minimize
security breaches. Being proactive is essential to predict the worst-case scenario regarding security
issues and lay several steps ahead. As we are going towards a more digitized society, the security
must be improved and become a primary focus. Sharing knowledge and improve communication
can have a positive impact on migration and usage. Encrypting the data and securing it to comply
with the organization’s rules and policies.

Concept 2 — Aspects of migrating to the cloud

According to Participant A, the infrastructure is already in place and it is much easier to use a
finished product for storage than to build one from scratch. Migration to cloud will facilitate it for
the organization by making it easier, since they do not have to worry about maintenance and
updates when it is operational.

“Migration to the cloud can lower the costs and simplify maintenance of the data storage ”
(Participant A)

Participant E stated that a migration is necessary due to legacy systems. Organizations lacks
functionalities and workflows and need better tools to provide this. A cloud solution creates future
growth, security, functionality, and the ability to adapt in the future. It is also cost effective. Even
if an organization have a positive approach overall, the uncertainty of how it will look-and-feel is
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always a struggle. Through communication and information, an organization tries to undermine
this feeling as much as possible.

“Thorough analysis of current systems and structure is a crucial prior of a migration, or when
changing any type of system. “(Participant E)

Participant E continued to describe that before migrating, you must gather information of daily
users across the company so that all topics, issues and requirements are covered. This can be done
with the advantage of live interviews, with users from different departments. Every single person
is not needed, but people with key roles or within key areas are most likely to participate. In
addition to analysis, information is very important. To inform the organization prior to, during and
after the change, increases understanding of what is going on and the willingness to participates.

“Getting everyone in the same direction is extremely important, and a positive approach greatly
facilitates. “(Participant E)

Participant B claimed that there were several points that needed to be taken into consideration
before migrating to the cloud. The first thing was to decide on a cloud provider by comparing other
providers. Participant B thought that following questions were important:
e How do they compare to competition when it comes to security?
e How big is their focus on security, what is their selling point? Is it high-end security or is
it user-convenience?
e Have they had any security breaches in the past? If yes, how did they handle it?

“Make sure to maintain a close dialog with the cloud provider. It is good to have direct contact
with technical support in order to tackle technical issues fast” (Participant B)

Thereafter, a dialogue with different organizations that have done the same transition must be
conducted to get first-hand information of the experience and the domain specific challenges that
they faced.

Participant D stated that a migration to the cloud will increase the availability of the data, since
you can access it from anywhere. As Participant D described it, there are several steps to be taken
into consideration before a migration. How will the cloud provider keep data safe, what backup
options will be available, will the customers approve if data is stored outside of Sweden? A
migration to the cloud will reduce operational costs and increase IT effectiveness.

“Using cloud will drive change and development of IT services faster as customers together
facing similar difficulties and problems in on-prem hosting. “(Participant D)

According to Participant B, being able to migrate to the cloud, means that there is a good separation
of concerns in the product or service that is being developed. Separating or decoupling the
infrastructure from the software that runs it, makes the system scalable and easily mouldable.

“I think that it is a positive sign for a company that has started with internally hosted
infrastructure to be able to move on to the cloud” (Participant B)
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Hence there is really no need for organizations to keep developing their own infrastructure if there
is a provider that can provide the same or more capabilities for a lower price, according to
Participant B.

“It is a relief for the company to be able to completely focus on the product or service they are
developing” (Participant B)

Beside more effective maintenance and operational costs, cloud present giving your information
and data to others to store them for you. This can raise questions about how trustable their service
provider and how they are compliant with the security and handling of data internally and
externally, according to Participant C.

“Cloud provide a unique opportunity for companies to reduce the cost of running their own
servers.” (Participant C)

Participant C stated that before migrating, you should know which data that will be migrated to
the cloud, and if there is a need to make adjustment to the data format before migrating. As well
as what the risks are and how sensitive the data migrated to the cloud to the company.

“It is important to ensure having a backup for all the migrated data in case something went
wrong” (Participant C)

Before migrating to the cloud, you first need to figure out what you want to accomplish with the
migration. It is important to analyze how a migration can affect the company, both in positive and
negative aspects. But also, how the daily work of the staff can be affected. A migration to the cloud
reduces the operational costs and you do not need to put resources on deploying it on your own
server, according to participant F.

“By outsourcing operations to an external partner, which will reduce spending resources”
(Participant F)

An analysis must be done to see how a migration can impact the organization. Several factors must
be taken into consideration before migrating to the cloud. Employees and resources are examples
of factors to ensure risk management and future risk control (proactiveness). A cloud solution is
effective in an economical perspective and create growth and functionally to the organization.
Therefore, the organization needs also to be informed before, during and after about the changes
and updates being made to get a better understanding of the cloud. The critical point to highlight
among the others, the selection of the cloud provider and how trustworthy and complained with
the security focus they are, as well the previous experiences and continuous improvement from
older knowledge.
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Concept 3 — Strategic security changes

Participant D stated that you might need to add and address new areas as the data is outside of your
own control. Even if it is outside the country, you must ensure that you have the correct rules and
policy's covering that. If something goes wrong, you need to know what you will do about it.

“Using the right cloud provider with secure thinking and knowledge but innovative agenda, will
help you keep an updated and modern security policy's “(Participant D)

Participant E described that cloud can change an organization strategy regarding security.
Therefore, the participant listed several factors such as two-factor authentication, mobile device
management, encryption, stronger password policy and mindset.

“Due to the availability, some additional security measures may be necessary” (Participant E)

The cloud may result in the organization no longer have direct access to the code that runs the
infrastructure, according to Participant B. The participant also claimed that the way they maintain
close contact and relations with the cloud providers, will result into quicker technical support in
case of breaches or potential threats.

“Migrating to the cloud should force the company to consider finding ways to partner up with
the cloud provider” (Participant B)

Participant C thought that the cloud can impact the organization’s strategies. By providing more
collaboration and easy access for data and information globally allow the business to develop and
be more onsite where they can support their customers.

“This needs a reflection on the internal security auditing process and strategies”
(Participant C)

Participant F states that a focus on the security perspective can get an organization to change
direction and prioritize the security work. More resources are being put on training staff, which is
good for an organization in a marketing perspective, but also can lead to new contacts and
customers within the area.

“By prioritizing security, you ensure that routines and processes are followed to be classified as
a secure organization on the market” (Participant F)

The cloud can affect an organization strategy regarding security, according to Participant A.
Routines and processes must be documented so that the organization has the basis to go back to if
problems arise. Especially if you want to have control on your own information.

“Updated guidelines must be in place to have control of the process from start to the end”
(Participant A)

The organizations’ strategies can be affected by migrating to the cloud. Data will be stored in
cloud, and different accesses needs to be set up. New routines and processes needs to be clarified
and shared in case of an emergency and adjusted according to the new strategies impacted by the
migration. Adjusting those can generate continuous improvement on the security side and
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development of the organization and its work, improving the staff’s skills by providing them with
resources can lead to establishment with new business areas and customers.

Concept 4 - Managing and identifying risks

Based on the CIA triad, there are several risks that can be acquired during the migration process.
Participant E described that integrity contains risks such as data adaptation between the new and
the old system.

“The data will need a lot of adaptation between the old and the new system. This can be done by
careful work, but it is also a significant risk if something goes wrong or is missed out”
(Participant E)

Participant D added that separation of the data can get accessed to the wrong user data is also a
risk within the integrity.

“If the cloud provider does not separate the data in the right way you might get access to the
wrong user data and the other way around” (Participant D)

Participant D stated that giving one user all responsibility is a risk for the availability.

“By putting all data in someone else's responsibility is a danger, but making the correct decision
of provider will decrease it” (Participant D)

Participant E believed that cloud generates availability for the user but can also be a risk by having
the availability over various places.

“The cloud generates great availability for the user. It is also a greater risk to have this
availability scattered all over various places, due to the possibility for the user to work
everywhere “(Participant E)

Participant E also stated that by moving data to cloud can also result to a risk within the
confidentiality in several business cases.

“Moving data to the cloud could be a risk in some future business cases, if it does not comply
with the potential customer, especially in a global market” (Participant E)

Participant B described that the most basic aspect that should be considered during migration is
availability, depending on how the migration process is designed and implemented.

“The easiest way to do migration is to shut down all systems, move the running software and the
data to another physical location and start all systems again” (Participant B)

By having the data that is in transit can be compromised in some way. This can happen in diverse
ways. This case can potentially affect the confidentiality and integrity of the data being transferred.

“Unsecured channels, like unencrypted HTTP connections, moving data outside of an VPN can
affect confidentiality and integrity” (Participant B)
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Participant B continued stating that loss of data may also occur during migration, as an integrity
of data security aspect. It may not happen as simply as it sounds, like losing data in transit, because
the data will still exist at the source.

“This problem can be mitigated quite simply by keeping a backup of all the data for an X amount
of time” (Participant B)

Risks raised during the migration can occur and have a negative impact on the process, form the
view of the CIA model, moving the data between two systems can create and impact the business
and causes loss in the data and the access to it. Hanging between adopting the data between old
and new systems while running; and shutting down the system and moving; Managing those risks
early and creating a clear plan, such as backup, can save time and resources from a view and from
another, it can allow a smooth and effective transformation without impacting the daily work in
the organization. The decision can be left to the compliance policies and how the organization is
managing the risk.

Concept 5 — Understanding the CIA model
Participant D thought that the CIA Triad covers all aspects from a big perspective.

“Focus on the data confidentiality and the personal integrity from a person’s view and also from
the availability side of when, how and where to get access”
(Participant D)

Participant E described that everything can be covered within the CIA, but what also was
important, and not covered, was the culture of the company. The culture is the foundation of the
business and will affect every step taken.

“A migration (or any other project) must be matched with the business and its culture, only then
you Will know how to proceed.” (Participant E)

The knowledge regarding the security is limited based on the experience, but Participant B thought
that the CIA covers the security aspects.

“The CIA triad covers well the security aspects that a company is concerned with and that the
company may eventually bear responsibility for” (Participant B)

Participant C described that the CIA is a good concept and covering most of the security issues
related to the cloud. It was basically established for data centers before the cloud took place,
nowadays the auditing and accountability is new things where CIA where not covering before.

“The challenges and risks raise for sure the CIA will need to expand toward new directions. ”
(Participant C)
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The CIA triad covers all parts of the cloud, but also IT security in general. But that is not the
most important, since other factors such as staff and culture must synchronize to get a working
environment, according to participant A.

“The CIA triad is a good way of predicting what may happen, but which is also constantly
evolving” (Participant A)

Participant F described that the CIA triad provides information and factors that can help you, but
also the organization, when it comes to improving security in different contexts. Encryption, access
control and data backups are a couple of obvious examples of factors that you use when working
with cloud services.

“Since security is constantly evolving, we can expect new technologies in the near future. So,
take advantage of the CIA triad” (Participant F)

The CIA model is seen from two views, a model which is covering all aspects of the security in
the cloud, allowing the organization to predict and being proactive toward what’s coming, and
another who sees that there are missing factors in the model need to be added such as compliance
to the organization culture and policies. From another point of view, some mentioned that the
model is working well however as new technologies rise and developed, we will need to expand
the model toward new horizons.

4.2 Empirical overview

In this section, we are summarizing the information and data we gathered during the interviews
and organizing it in a meaningful way to have a better view and understanding for the migration
process and related security issues from the CIA triad perspective. Part of our focus was to
interview individuals who gained knowledge and experience from their work with cloud
migration.

We have collected common points used or expressed during the interviews to give an overview
and better understanding, where each concept shares one or more of those points. It was important
to highlight the issues facing the security and how the simplicity of using the cloud can result in a
negative impact to migrate. All of that was directed into understanding and absorb the changes on
the security and how to identify the risks and managing them to minimize the current and future
challenges; working to build trust between the stakeholder as an initial step toward effective
migration and continuous improvement. Being proactive and focus on early initiatives, training
and culture can be a key toward preventing security risks.

As a result, we found that the following points were essential and agreed upon by most of the
interviewees:

Knowledge sharing and Relationship (Trust)
Risk management and Proactive
Compliance

Continuous improvement

Hobde
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Each element was mentioned or stated during the interviews as a citation, one way or another, a
given example: “A migration (or any other project) must be matched with the business and its
culture, only then you will know how to proceed.” This is seen from the perspective of Compliance.
Another example is “Make sure to maintain a close dialog with the cloud provider. It is good to
have direct contact with technical support to tackle technical issues fast” which is seen from the
view of knowledge and trust.

Those points will be discussed in chapter 5 “’Discussion’’ to link them to the literature review
and contribute to the roadmap.
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Chapter 5

5. Discussion

The aim of the study was to investigate the cloud security, with a focus on the security risks of
confidentiality, integrity and accessibility and how the cloud consumer perceives cloud security
based on those risks.

This section will be based on the collected data from the semi-structured interviews. The result of
the data collection will also be analyzed and related to the literature review. Therefore, the section
will be based on the concepts.

Research questions for the study:

e How the consumers perceive the cloud security in terms of confidentiality, integrity and
availability, in the migration process?

e Which elements to consider for a successful migration from security perspective?

5.1 A focus on security issues

The participants perceived that cloud security plays a major role for the organization, as both the
staff and the organization can be positively or negatively affected, depending on what happens
when you migrate to the cloud. As Participant E described it, the cloud can face different threats
that occurs on regular networks, such as confidential data ends with the competitor. This can
happen to organizations by not having complete routines of how to act if this occurs. Zanella
(2010) is supporting this by referring to security requirements, by making duplications of the
controls in the cloud environment. Therefore, it is important that data and access control are
included in the duplications.

“The most important cloud entity, and the principal quality driver and constraining influence is
the consumer” Vouk (2008). However, the consumer does not need to create or maintain the
security services, since it is the cloud providers task to support the security services. It is supposed
to be an effective method to control the security and privacy issues (Zanella, 2010). According to
Participant A, the cloud security aspects are currently an issue, that needs further improvements
due to technology and its improvements. Therefore, there is a negative and incomplete aspect of
the storing confidential data in the cloud from the participant’s perspective.

Moving towards a digitized society also requires that the security is continuously checked for
improvement. The participants see this as a required demand to maintain good security before and
while migrating. As Islam et al. (2014) is describing in the literature, security and privacy issues
are the most important concerns that can hinder the migration decision.

In addition to technical factors, it is important that the communication with the involved staff is

proactive. Training for the involved in the field of security is important, because you can identify
and prevent risks quickly in the early stage of the migration. Kalloniatis et al. (2014) confirms this
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by describing that organizations must make choices that is related to their services and operational
procedure into the cloud, together with the risk assessment practice resulting.

Information needs to be encrypted while the cloud services use it. In this case, the information that
is provided is not visible and cannot affect the organization negatively. Focus on the security
compliance and being proactive are the key to a successful migration, according to one of the
participant’s. It is important to lay several steps ahead and anticipate what may happen and how
the specific incident may affect the migration. By identifying risks and potential threats, an
organization that is migrating to the cloud can prevent these, since the risk assessment is a part of
security management (Saadat et al., 2014).

5.2 Aspects of migrating to the cloud

Migration to cloud will facilitate for the organization by making it easier, since they do not have
to worry about maintenance and updates when it is operational. The infrastructure is already in
place and it is much easier to use a finished product for storage than to build one from scratch.
Organizations lacks functions and processes and thus need tools to maintain a structured IT
infrastructure. By using a cloud solution, an organization will result in a future growth, security
and functionality, since the cloud provider maintains and corrects security measures, which is also
cost effective. Khajeh et al. (2011) describes that organizations should be aware of the resources
that is consumed by a system, but also what can affect their costs. Examples of costs are the
services from the cloud providers and data transfers. The theory described from Khajed et al.
(2011) complies with the answers we received from the participants, since they also considered
that costs and bought services to minimal.

Before migrating, information must be gathered from the users so all topics, security issues and
requirements are covered. It is important that the staff’s ideas, knowledge and experience are
gathered before the migration decision is initiated. This is done by interviews with the users from
different departments. To inform the organization prior to, during and after the change, increases
understanding of what’s going on and the willingness to participates. Several points need also to
be taken into consideration before migrating to the cloud. The first point is to decide on a cloud
provider by comparing other providers to create a sense of trust. The security concerns are the
most important factors, taking into consideration how the cloud provider compare competition
when it comes to security, how big the focus on security is and if there have been any security
breaches in the past. Kundra (2011) mentions, in his decision framework for cloud migration,
several aspects that needs to be take into consideration before migrating. You need to identify
which IT services to move and when and identify sources of value for cloud migration. Efficiency
and innovation are examples of two sources of value. This also result in a changed IT mindset such
as monitoring SLAS to ensure continuous improvement.

A migration to the cloud will increase the availability of the data, since you can access it from
anywhere. As the participant describes it, there are several steps to be taken into consideration
before a migration. How will the cloud provider keep data safe, what backup options will be
available, will the customers approve if data is stored offshore, for example “’outside of Sweden’"?
A migration to the cloud will reduce operational costs and increase IT effectiveness. Cloud will
drive change and development of IT services faster as customers together facing similar difficulties
and problems in on-prem hosting. It is also important to analyze how a migration can affect the
company, both in positive and negative aspects. As well, how the daily work of the staff can be
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affected. A migration to the cloud reduces the operational costs and you do not need to put
resources on deploying it on your own servers. It is not necessary for an organization to operate
and develop its own IT infrastructure if there is a provider that can offer the same service at a fixed
cost. By using the SaaS service model, the organization can use its applications on the cloud
infrastructure. Using a web browser to access, the organization does not need to maintain the
operating systems or the network. This reduces the operational costs and increases the IT
efficiently for organizations by having a fixed cost (Ramgovind et al., 2010).

5.3 Strategic security changes

The organizations may need to add and address new areas, as the data is outside their own control.
Even if it is outside the country and they must ensure having the correct rules and policy's covering
that. Using the right cloud provider with secure thinking and knowledge as well innovative agenda,
will help the organization to be compliance and keep an updated and modern security policy's. The
cloud can change some organization strategies regarding security. Due to the availability, some
additional security measure may be necessary such as two-factor authentication, mobile device
management, encryption, stronger password policy and mindset. By using the private cloud
deployment model, the cloud provider owns the data and maintains it. It is also easier to manage
security and upgrades since the organization have more control over the use. The services are
available for the users at the organizational level, compared to the public cloud, where the provider
manages all the resources and applications (Jadeja and Moldi, 2012).

The close contact and relations with the cloud providers, will result into quicker technical support
in case of breaches or potential threats. Migrating to the cloud should allow the organization to
consider finding ways to collaborate with the cloud provider. By providing more collaboration and
easy access for data and information globally can allow the organization to develop and be more
onsite where they can support their customers (Kundra, 2011). Routines and processes must be
documented so the organization has the basis to go back in case problems arise, especially if you
want to have control on your own information. Updated guidelines must be in place to have control
of the process from start to the end. The organizational policies will be affected and changed when
making IT changes. Necessary procedures, policies and processes for the organization’s assets
(data, information, staff, software, hardware) needs to be revised to ensure that the organization
maintains the CIA (Elachgar et al., 2012).

5.4 Managing and identifying risks

There are several risks that can be acquired during the migration process. Integrity contains risks
such as data adaptation between the new and the old system. There is a risk that data may be lost
during the migration process, therefore, it is important that there is a backup for all data. In
connection with a migration, some customization may need to be made. This can be done by
careful work so that nothing goes wrong or is missed out (Tchernykh et al., 2016).

Unsecured channels, like unencrypted HTTP connections or data transfers outside of an VPN can
affect the moving of data, which concerns the confidentiality and integrity. To simplify the
migration, all current systems must be shut down, then move the software and data to another
physical location and then restart all systems (Kumar et al., 2016).
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The cloud can be distributed over various location. A positive matter is that it makes it possible
for the users to work and get access everywhere. If one user is responsible for the cloud migration,
it is a risk for the availability. The user can then control permissions and do more than necessary
(Kumar et al., 2016).

5.5 Understanding the CIA model

The CIA triad covers all aspects of the cloud. By focusing on the data confidentiality and the
personal integrity from a person’s view and from the availability side of when, how and where to
get access. Another concern is the compliance culture of the organization. The culture is the
foundation of the business and will affect every step taken. A migration must be matched with the
business and its culture, only then you will know how to proceed.

The CIA is established for data centers before the cloud took place, nowadays auditing and
accountability are new matters the CIA were not covering before. It also provides information and
factors that can help the organization, when it comes to improving security in different contexts.
Encryption, access control and data backups are a couple of obvious examples of factors that can
be used when working with cloud services. The client does not need to create and maintain security
services in the cloud environment. Data will still belong to the client. This is an effective method
to control security issues within the cloud (Zanella, 2010).

There are several threats to the CIA, the threat of confidentiality of user's sensitive data can come
from internal and external attackers. By detecting data loss in early stages implies on the integrity.
Availability implies that data is not accessible and unavailable to the consumer. These are the
challenges and threats that can occur (Kumar et al., 2016).

5.6 Discussion overview

It is worth mentioning that trust, risk management and proactive; compliance and continuous
improvement were used in the discussion as shared elements between the concepts. Those
elements allowed us to build a view toward the security plan in a more detailed way based on the
collected data from the interviews and the related articles. The elements can give the consumer as
view on the stages needed and surrounding the migration process, starting from the early stages
where CIA risks and challenges are identified till the security plan is build and the migration is
completed, see figure 5.1.

Those four points can be described as following:

e Knowledge sharing and Relationship (Trust) between the consumer and other stakeholder
is important, as the consumer need to have a full trust and competence how the stakeholders
will ensure the security and handle the organization data (Ashish and Kakali, 2017). This
is reflected by Elachgar et al. (2012) about the involvement of the stakeholders and the
importance of trust and knowledge sharing.

¢ Risk management and Proactive is about monitoring the system flow such as critical data
and authenticate access to the infrastructure to minimize the risks of cloud (Seshachala,
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2015). Beside allowing to have training and webinars to create new mindsets and skills to
increase the sense of security inside the organization (Zanella, 2010).

e Compliance — The organization and its business culture are important to understand during
a migration. Involved persons needs to set up guidelines and deadlines how the work is
going to be done and how the information is going to be disseminated within the
organization. In addition to the information that is disseminated internally, continuous
dialogues must be done with external factors that are involved in the migration, to prevent
issues that arise and thus keep the time schedule (Kundra 2011).

e Continuous improvement is the process of following and updating the cloud against current
and future risks, ensure that the system ahead of any issues which can cause failure or
damage to the data or downtime with the system impacting the SLAs (Kundra 2011).

Building the

Identify CIA challenges and concerns .
iy S - . security plan

Mana;ging-an continuously check

Continuous

Compliance Proactive )
mplian e Assessment

Migration period —— - <

Figure 5.1: Cloud migration roadmap from cloud security aspect

5.7 Reflections on the discussion

According to the collected data from the articles and interviews we could find an interesting
outcome highlighting the possibilities for risk, and how it can impact the organizational decision
to migrate. It is important as well to mention the benefits resulting from migrating and how it can
impact the company on multilevel, but also how to proceed from start-up and fix errors that occur
during the migration process.

Security issues, migration process, strategical changes, risk management and the CIA triad were
the concept that were developed during the data analysis. In these concepts, we could then relate
the answers that we received from the interviews. We have experience from working in the IT
industry, so we could also recognize ourselves in their working methods such as pre-work, actors
and end-users. The purpose of the study was to find out the focus on the security risks of
confidentiality, integrity and accessibility and how the cloud consumer perceives cloud security
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based on those risks. We did not compare our characteristics and experiences with the informants
who participated in the study. So, any type of affection to the result was not made, since we wanted
to know their perspective regarding this area. The reflexivity on the study was not impacted, we
have used a neutral way to collect the data to ensure that our roles in the IT field will not impact
the answers or the ideas of the interviewees. Working on this research has allowed us to gain more
knowledge and experience which will be useful for our careers.
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Chapter 6

6. Conclusion

This chapter will present the conclusion on the whole research. In addition to that, future
research and the contribution are also presented in this chapter.

6.1 Conclusion

Among many challenges facing the migration, the security has always been a focal point and a
high concern from the cloud consumers. This research focused on security issues and risks facing
organizations and companies planning to move towards cloud solutions. Cloud security is a major
concern for the decision to migrate, as both the staff and the organization can be positively or
negatively affected. The CIA triad assisted in giving a wide coverage on how to identify and
recognize the security risks and challenges. However as there are more changes and major
advances in the cloud technology, it was important to investigate and identify the elements the
consumer need to understand and keep in focus before, during and after the migration.

The research intended to find out the focus on the security risks of confidentiality, integrity and
accessibility and how the cloud consumer perceives cloud security based on those risks. By using
persons with experience within the cloud area, the research questions could be answered. The
qualitative research methodology was adopted to understand the cloud area. Semi-structured
interviews with 6 persons from different organizations were used a data collection technique.

Therefore, we have focused on answering the following questions:

e How the consumers perceive the cloud security in terms of confidentiality, integrity and
availability, in the migration process?

e Which elements to consider for a successful migration from security perspective?

Based on the findings, a roadmap was developed consist of four elements which can support in the
migration decision. Those elements are: Trust, Compliance, Proactive and Continuous assessment.
Trust and Compliance will allow the cloud provider to understand and analyze the consumer’s
concerns regarding security and build a plan which integrate solutions addressing those concerns.

This will follow by Proactive and Continuous assessment, with more involvement from the
consumer to advise the provider with the security strategy and continuous assessments either
internally or through an auditing company as a 3" party.

Tying those 4 elements to the CIA triad we can get a better understanding on how to create

strategies, processes identifying and managing risks, and provide the consumer with a wider view
to manage issues related to the confidentiality, integrity and availability.
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The security plan roadmap will assist the consumer to get a better understanding on the
relationships, issues and process which need to be recognized pre, during and after the migration.
The plan will assist the consumer to establish a framework structure to serve as a support and
guidance; and how to work with different stakeholders.

6.2 Contribution

This dissertation contributes to the area of cloud migration and related security issues from the
perspective of the consumer with a focus on the CIA triad. We worked to clarify and establish a
roadmap to support and guide the stakeholder in general and the cloud consumer specifically to
assist in the decision to migrate to the cloud and during the work on building the security plan.

The cloud area is a wide area to research in, since it consists of many perspectives, which makes
it interesting. The field of research is usually found in the IT context. However, it is not just limited
to IT.

Organizations depend more and more on cloud services to provide greater security, access to data
where they are and storage capabilities, to make work easier. Cloud computing studies have been
done at a general level, where no security has been touched on in a detailed level.

On the other hand, most studies about the cloud are both quantitative and qualitative studies, where
the focus is on the technical aspects. This research is focused on the security risks of CIA and how
the cloud consumer perceives cloud security based on those risks. However, we have also tried to
have a deeper understanding on the risks and the cloud consumer to gain knowledge.

As the result indicates, developing a roadmap containing four elements can support an organization
in the migration decision. This also allows the provider to understand and analyse the consumer’s
concerns regarding security and build a plan which integrate solutions addressing those concerns.

This research contributed to the more in depth understanding of the cloud security and the challenges
facing the consumer in the decision to migrate from the perspective of the CIA. As well the elements
surrounding the process to build a security plan, and how those elements can assist the stakeholders in
general and the consumer specifically to understand how to deal with those challenges.

Furthermore, the outcome from the research is applicable for the improvement of the CIA model to
adopt to new future challenges and assist the stakeholder to gain a wider view on the cloud migration
and security risks that might raise. Those findings can help the organizations to better understand the
cloud and security issues and assist in the decision making to migrate.

6.3 Author’s contribution

There are two authors for this research study — Khaled Tawfique and Arlind Vejseli. During the
writing, the work has been divided equally and closely worked together. Arlind Vejseli focused
more on writing the Methodology section and Khaled Tawfique focused more on the Introduction
section. The Literature review were divided among the authors, so both had as much focus in this
chapter. It is difficult to determine how much work has been made by each of the people on the
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writing, as both writers are equally responsible for this research study. Both authors have discussed
and reviewed each other’s work on all chapters. However, both authors were involved in the data
collection, data analysis and the empirical findings. In the remaining chapters of the research
study, both authors were involved finalizing these.

6.4 Future research

In the future, this research study can be further explored by including another cloud stakeholder
such as the cloud provider and cloud auditing and their role in supporting and building trust and
compliance in addressing the challenges and concerns related to the consumer’s security. Another
extend for the study is the CIA triad and how to create an agile model to include the future rising
challenges which are not included in the current model.

Another research area that can be investigated in is the trust in cloud computing. By focusing on
the security perspective, privacy and security can be used to measure the trustworthiness of cloud
computing. By using participants from two or more organizations, a comparison between those
organizations can be made to get relevant answers for the study.
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Appendices

Appendix A - Interview Questions
Our purpose is to investigate the cloud security, with a focus on confidentiality, integrity and
availability in the migration process, from the perspective of the Cloud
Consumer. Understanding and identifying those elements can assist in avoiding the failure and
enhance the success of the migration process.
This study is conducted by Arlind Vejseli and Khaled Attalla, who studies the master’s program
in Information Systems at Linnaeus University in Vaxjo. The study is part of our master's degree
in informatics at the master level.

*CIA Triad, represent Confidentiality, Integrity and Availability, is a model designed to guide
policies for information security within an organization.

Thanks for sharing part of your time and experience with us.
Introduction
e What is your position at work?

e How long have you been working in the organization under cloud and security issues
regards to the cloud?

Cloud Services and Security

e Before migrating to the cloud platform, what are the essential steps to be taken into
consideration by users?

e What do you think, as a cloud consumer, of migrating to the cloud? Do you find any
positive and/or negative aspects of this?

e Can you identify 3-5 risks based on the CIA Triad which can be acquired during the
migration process? And how is each one of those risks relevant to the CIA? (Ex. Risk 1 is
relevant or impacting C, | or A)

e How can the cloud change/impact the company's strategies regarding the security?

e Do you think that the CIA Triad is covering all aspects concerning cloud security?
Why/Why not?
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Appendix B — Informed Consent

Consent form for participation in a research study (Adopted from: CODEX, Rules and
Guidelines for research, 2016, Informed Consent [online] Available at:
http://www.codex.vr.se/en/manniska2.shtml [Accessed: 2017-05-01]).

Title/Topic: Decision to migrate to the Cloud
A focus on security from the consumer perspective

Date: Feb 2018

Contact information to the researchers
Arlind Vejseli

Mail: av222dm@student.Inu.se

Phone number: +46 72 177 01 93

City: Véxjo

Khaled Tawfigue

Mail: kt222dr@student.Inu.se
Phone number: +46 73 595 91 29
City: Vésteras

Research purpose

More organizations choose to migrate to the cloud, it is important that this is done in a way where
the security risks are minimal. The purpose of the study is to focus on the security risks of
confidentiality, integrity and accessibility and how the cloud consumer perceives cloud security
based on those risks. Understanding and identifying those elements can assist in avoiding the
failure and enhance the success of the migration process. This research study will benefit the
researchers, who intends to investigate the perceptions of the cloud consumer with cloud security,
confidentiality, integrity, and availability in the migration process, from the cloud consumer’s
perspective. The result of this thesis will show how organizations that have not migrated to the
cloud, can enhance a successful migration to the cloud. This would lead to minimal risks to
enhance a failure migration to the cloud, since the results can be used to prevent a failure.

Description of the research study process

The interview questions and the date and time will be confirmed to you at least before the
interview through e-mail. The interview will be conducted through Skype since we cannot meet
face-to-face. The interview will be about 45-60 minutes. Based on your experience within the
cloud area, you are requested to share your experiences with a focus on confidentiality, integrity
and availability in the migration process, from the perspective of the Cloud Consumer. The
interview will be recorded as it is a part of the data collection process. The recorded material will
be used to cite certain statements but also to describe the empirical findings.
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Benefits of being in the study

We will gain knowledge about the perceptions of the cloud consumer with cloud security,
confidentiality, integrity, and availability in the migration process, from the cloud consumer’s
perspective. You will be benefitted by knowing these perceptions and can you use these in your
current work, since this master thesis can be used as a roadmap.

Confidentiality

The participation in this study is anonymous, which means that your identity or your
organization’s identity will not be revealed. The participant’s names will be described as
“Participant A, Participant B, etc”. Therefore, your names or organization’s names will not be
mentioned in this Master thesis. The recorded audio will be kept in USB drive and the notes
from the interview will be documented in a Word document. Only Arlind and Khaled
(researchers) will have access to this material. You will receive a copy of the recorded interview
where you can confirm that what you said is correct. The recording audio will be used when
writing the empirical findings sections and the analysis. All material regarding the interview will
be deleted after the Master thesis is completed.

The right to refuse

Your participation in this study is optional. You can, at any time, refuse your participation in the
study without explanation. Participation will also not affect your relationship with the
researchers, either private or in working life. If you feel uncomfortable responding to one or
more questions, you are entitled not to answer the question. If you choose to cancel the
interview, we will delete all information about you and your experiences with immediate effect.

Further questions about the research

If you have any questions about the research or about your role in the research study, please
contact Arlind Vejseli (av222dm@student.Inu.se) and Khaled Tawfique
(kt222dr@student.Inu.se) by mail.

Consent

Your signature confirms that you choose to participate in our research study and that you have
taken note of the above information. You will get a signed and dated copy of this form
electronic.

Signature

| consent to participate in the research study “Cloud Migration Framework and Roadmap: A
focus on the security and the confidentiality, integrity and availability triad from the consumer
perspective.” conducted by Arlind Vejseli and Khaled Tawfique.

Participant Arlind Vejseli & Khaled Tawfique
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